Procedura conectare portal SSL VPN

* Se instaleaza Java JRE 8 versiunea pe 32bits de la adresa:

https://javadl.oracle.com/webapps/download/AutoDL?Bundleld=246472 2dee051a5d0647d5be72a7c0abf
f270e

» Se instaleaza Java JRE 6 versiunea pe 32bit de la adresa:

https://www.customs.ro/e-customs/acces-la-siiv-si-emcs-ro/utile-accesare-siiv

E-CUSTOMS 6 @ Acces 1a IV si EMCS-RO @ Utile accesare SIV (Tnaper)

Kit-uri client VPN Kit-uri Java/Jinit Altele Conectare SIIV
(se instaleaza doar

pentru conectarea jre-8u221-windows-x64

cu certificate p12 jre-8u333-w

si nu pfx) jre-8ud01-v WS-
VPN Win 11 E86.50 jre-8ud31-windows-x64
VPN Win 10 £82.20
VPN Win 10 E84.20

VPN Win10 j2re-1 4 2 06-windows-i586-p jvm.dll Instructiuni conectare SHV
VPN Win7 32 biti jre-1 5 0 11-windows-i586-p Bat si jar pentru conectare fara browser
VPN Win7 64 biti [ jre-6u25-windows-i586-5 I

VPN Win8 64 biti jinit1326 Instructiuni de utilizare certificat de tip *.pfx
Instructiuni de instalare VPN jinit13128
CheckPoint msi (aprilie 2022)

cpextender.msi

Se verifica celelalte versiuni de Java instalate pe statie prin urmatoarea procedura:

Control Panel -> Programs -> Java (32-bit)

- v 4 B » Control Panel

Adjust your computer’s settings View by Category ™

System and Security
Review your computer's status
Save backup copies of your files with File History

Backup and Restare (Windows 7)

(' ¥ Network and Internet
View network status and tasks
, / Hardware and Sound
* View devices and printers

ﬁ Add a device

Adjust commonly used mobility settings

User Accounts
) Change account type
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Appearance and Personalization o

Clock and Region

Change date, time, or number formats
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Ease of Access
Let Windows suggest settings
Optimize visual display
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Programs
[=] Uninstall a program
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https://javadl.oracle.com/webapps/download/AutoDL?BundleId=246472_2dee051a5d0647d5be72a7c0abff270e
https://javadl.oracle.com/webapps/download/AutoDL?BundleId=246472_2dee051a5d0647d5be72a7c0abff270e

In fereastra “Java Control Panel” se apasa pe Java -> View si se verifica versiunile instalate.

Control Panel

Programs

Control Panel Home
Programs and Features

System and Security

Network and Internet
Default Programs
Change default settings for media or devices

Hardware and Sound

Programs

User Accounts Java (32-bit)

Appearance and
Personalization

Clock and Region

Ease of Access

[‘] Uninstall a pregram G Turn Windows features on or off

Run programs made for previeus versions of Windows How to install 2 program
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General Update Java Security  Advanced

View and #".an::!ge Java Runtime versions and settings for Java applications and applets.

—> [ |

=5
User  System
Pla... Product Location Path Runtime Parameters  Enabled  Archite...
1.8 1.8.0_333 |http:/ffava.... [Ci\Program ... Efila]
1.6 1.6.0_25 |http:/fiava.... |C:\Program ... w86
1.5 1.5.0_11 |http:/fava.... [C:\Program ... %35
1.4 1.4.2_06 |http:/fiava.... jC:\Program ... ptals]
Find Add Remove

OBS: Se vor dezinstala toate variantele x64 (64-bit)

Versiunile 1.8 32-bit si 1.6 32-bit sunt necesare pentru noul Portal CheckPoint.

Versiunile mai vechi (1.6, 1.5 si 1.4) sunt necesare diverselor aplicatii din portal in functie de necesitate si nu

este nevoie sa le aveti instalate



Utilizand browserul Edge sau Internet Explorer Se acceseaza noul portal la adresa:

https://sslvpnl.customs.ro

Please provide certificate in order to authenticate

Sistemul Informatic Integrat Vamal

Se alege certificatul de utilizator pentru autentificare

Selectati un certificat pentru autentificare

Site-ul sslvpnl.customs.ro:443 necesita acreditarile dvs.:

to authenticate

Informatii privind certificatul

Sistemul Info

Romana



https://sslvpn1.customs.ro/

Se introduce parola aferenta certificatului si se apasa “Trimitere”

Introduceti datele aditionale de autentificare Va
rugam sa va autentificati

Sistemul Informatic Integrat Vamal

Anulare Trimitere

Din portal se alege conectarea la aplicatiile native prin butonul “Conectare”

m Sistemul Informatic Integrat Vamal

n
P /rlicatinative Conectare

O data ce v-ati conectat, veti putea folosi aplicatiile dvs. obignuite.

@ Web

Adresd: |

m
m

&3 world Clock



O nou pagina se va deschide pentru instalarea Check Point Mobile Access Portal. Se descarca fisierul cu
extensia .msi apasand pe butonul Click aici

m Sistemul Informatic Integrat Vamal

© Este necesar sa instalati agentul Mobile Access Portal

>~

Program de instalare a agentului de conectare la Check Point Mobile Access Portal

Pentru a instala agentul Check Point Mobile Access Portal:
° Click aici pentru a descirca agentul de conectare la Check Point Mobile Access Portal

o Deschideti si executati fisierul de instalare - CheckPointMobileAgent.msi

Se executa fisierul descarcat si instalarea va incepe

Check Point Mobile Access Portal Agent 800.007.040

| Please wait while Windows configures Check Point Mobile Access c k
“f—' Portal Agent 300.007.040

Nt

] Cancel

ICT pentru a descarca ageniul de conectare la Lhedk Foint Mok

ck
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OBS!: Este necesar sa acceptati si sa instalati certificatul “Check Point Mobile” prin apasarea butonului
IIYESII

—_—— L L= [l W | 1
Security Warning i
You are about to install a certificate from a certification t

! authority (CA) claiming to represent:
Check Point Mobile
Windows cannot validate that the certificate is actually from

“Check Point Mobile”, You should confirm its origin by
contacting “Check Point Maobile®. The following number will |

9 assist you in this process:
Thumbprint (shal): 0513F97F C5ACCEBES A35A6218 T4EER107
g 18CA3B3S

Warning:

If you install this root certificate, Windows will automatically
trust any certificate issued by this CA. Installing a certificate
with an unconfirmed thumbprint is a security risk. If you click
“¥es" you acknowledge this risk.

Do you want to install this certificate?

In continuare se va instala serviciul Check Point SSL Network Extender Service




| Check Point SSL Network Extender Service

L[| Please waitwhile Windows configures Check Point SSL Network Extender
I o= Service

Time remaining: 7 seconds

Dupa instalarea celor doua aplicatii conexiunea va fi realizata.

m Sistemul Informatic Integrat Vamal

G ApHcan native Deconectare Sunteti conectat/a si puteti folosi aplicatiile dvs. obignuite.
(]
Detalii conexiune Ca ADIS & ICS-ECS-RO, RCDPS g SIV-DGV
Mod conexiune:  Mod retea [Ca DVSRD [Ca ICS-RO, ECS-RO, R... Cg Sliv-vama
ID Gateway: sslvpni.customs.ro ™2 DVSRD Declarant .. [T3 NCTS TEST 2 sl test
IP mod birou: 10.171.0.119
Durata: 0 Zile 00:00:07 & DVSRD_Vama_TEST [Cg 525 [Lansare rapid4...]
Timp ramas: 0 Zile 11:59:46 Ca EMCS_Miscari & SIIV-ANSVSA
SL Network Extende
Q@
Adresa: ‘ Start
de ex lu.com
& World Clock

Pentru a va deconecta va rugam sa utilizati butonul Deconectare si apoi sa inchideti pagina.

Solutia secundara in caz ca aveti probleme de instalare si de
conectare la aplicatii!

Pasul 1, sa faceti un clean total (uninstall) de Java si Checkpoint Mobile (daca exista in Control Panel).
Pasul 2, sa instalati aceste versiuni de Java care sunt mentionate

Pasul 3, mergeti pe browser Edge, copiati link-ul https://sslvpnl.customs.ro/sslvpn/Login/Login , va duceti
la setarile de browser in Edge (Settings), cautati Default Browser, adaugati link-ul si dati pe Allow, apoi
restart browser. (screenshot)



